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PROTIPRAVNICH JEDNANI

SPRAVCE OSOBNICH UDAJU

A KONTAKTNIi UDAJE

Sprévcem osobnich udajii je spolecnost BMW
Czech Republic s.r.o., se sidlem Bucharova
2817/13, Stodiilky, 158 00 Praha 5, ICO: 066 09
813, zapsana v obchodnim rejstitku vedeném
Meéstskym soudem v Praze, sp. zn. C 285396
(,,Spravce”).

Povétencem pro ochranu osobnich udajti je pani
Andrea Cernakova, e-mail:
andrea.cernakova@bmwgroup.com.

UCELY ZPRACOVANI A PRAVNI

ZAKLAD ZPRACOVANI

Uelem zpracovani je piijimani, vySetfovani
a vyfizovani oznameni o moznych protipravnich
jednénich dle zakona ¢. 171/2023 Sb., o ochrané
oznamovatelu (,,zakon 0 ochrané
oznamovateli“), v platném znéni (¢l. 6 odst. 1
pism. c¢) GDPR, zpracovani je nezbytné pro
splnéni pravni povinnosti, kterd se na Spravce
vztahuje). Telefonni zaznamy piijatych oznameni
jsou zpracovavany za stejnymi ucely, avSak
pravnim zakladem je souhlas subjektu udajl
(¢l. 6 odst. 1 pism. a) GDPR).

Spravce mize pro ucely internich vySetfovani
kontrolovat pracovni systémy (e-mail, nastroje
pro spolupraci, ptistupové protokoly atd.) svych
zaméstnanci,, které mohou obsahovat udaje
o zaméstnancich, ktefi jsou Ucastniky, svédky,
protistranami nebo jinak nahodné zapojeni do
vySetiovani. K prezkoumani dochazi pouze
v piipadé opravnéného podezieni zalozeného
oznamenim dle zakona o ochran¢ oznamovateld
nebo zjiného zdroje, v souladu se zakony na
ochranu udajli a internimi smérnicemi (¢l. 6 odst.
1 pism. f) GDPR, opravnény zajem spravce), aby
predpisy, ochrana
1
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PRIVACY NOTICE ON PROCESSING OF

PERSONAL DATA IN RELATION TO
WHISTLEBLOWING

CONTROLLER OF PERSONAL DATA
AND CONTACT DETAILS

The controller of personal data is BMW Czech
Republic s.r.o., with its registered address at
Bucharova 2817/13, Stodtlky, 158 00 Prague 5,

ID No: 066 09 813, registered with
the Commercial  Register = maintained by
the Municipal Court in Prague, File No.

C 285396 (the “Controller™).

The data protection officer is Ms Andrea
Cernakova, e-mail:
andrea.cernakova@bmwgroup.com.

PURPOSES OF PROCESSING AND LEGAL
BASIS FOR PROCESSING

The purpose of processing is to receive,
investigate, and handle reports of possible illegal
acts in accordance with Act No. 171/2023 Coll.
(the “Whistleblowers Act”),
on the protection of whistleblowers, as amended
(Article 6(1)(c) of the GDPR, processing is
necessary for compliance with a legal obligation

Protection

to which the Controller is subject). Telephone
records of received reports are processed for
the same purposes, but the legal basis is
the consent of the data subject (Article 6(1)(a) of
the GDPR).

The Controller may review work-related systems
(email, collaboration tools, access logs, etc.) of
its employees for internal investigations, which
may include data about employees who are
subjects, witnesses, counterparties, or otherwise
incidentally involved in the investigation.
Reviews occur only on legitimate suspicion
arising from the whistleblowing reports under
the Whistleblowers Protection Act or other
sources, in line with data protection laws and
internal policies (Article 6(1)(f) of the GDPR,
legitimate interest of the Controller) to ensure
compliance, security and

protect assets,
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bezpecnosti a majetku, vySetifovani podezieni na
poruseni predpisti a obrana pravnich naroki.

KATEGORIE DOTCENYCH SUBJEKTU
UDAJU A ROZSAH ZPRACOVAVANYCH
OSOBNICH UDAJU

Oznamovatel¢ — fyzické osoby oznamujici
protipravni jednani. Spravce u téchto osob
zpracovava osobni udaje v rozsahu:

3.1.1 Jméno a ptijmeni;

3.12 pracovni pozice a nazev spolecnosti nebo
organizace;

3.13 datum narozeni;

3.14 jiné udaje, ze kterych je mozné zjistit
jejich totoznost;

3.15 kontaktni udaje (telefonni Cislo, e-mailova
adresa);

316 udaje tykajici se  oznamovanych
protipravnich jednani nebo souvisejici
s jejich vySetfovanim;

3.7 zaznam telefonatu, pokud se uplatni.

Osoby, proti kterym ozndmeni smétuje, je-li
jejich totoznost znama. Spravce u téchto osob
zpracovava osobni udaje v rozsahu poskytnutém
ziskaném

oznamovatelem  a v prub&hu

vySetfovani oznameni, coz miize zahrnovat:

321 Jméno a pfijmeni;

322 pracovni pozice a nazev spole¢nosti nebo
organizace;

323 datum narozeni,

324 kontaktni udaje (telefonni ¢islo, e-mailova
adresa);

325 Tdaje tykajici se ptipadnych protipravnich
jednani  nebo  souvisejici s jejich
vySetfovanim.
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investigate suspected breaches, and defend legal
claims.

CATEGORIES OF DATA SUBJECTS
CONCERNED AND THE SCOPE OF THE
PERSONAL DATA PROCESSED

Whistleblowers — natural persons reporting
illegal acts. The Controller processes the personal
data in relation to these persons in the extent:

3.1.1 First name and last name;

3.12 Job title and name of the company or
organisation;

3.13 Date of birth;

3.14 Any other data from which it is possible
to deduce their identity;

3.15 Contact details (phone number, e-mail
address);

3.16 Information concerning reported illegal
acts or related to their investigation;

3.1.7 Recording of the phone call, if applicable.

Persons against whom a report is directed if their
identity is known. The Controller processes
the personal data in relation to these persons in
the extent provided by the whistleblower and
obtained during the investigation of the report
which may include:

32.1 First name and last name;

322 Job title and name of the company or
organisation;

323 Date of birth;

324 Contact details (phone number, e-mail
address);

325 Information concerning possible illegal

acts or related to their investigation.



33

34

35

Osoby
oznamovaciho systému. Spravce u téchto osob
nad rdmec jiz zpracovavanych osobnich udajt

povétené vedenim interniho

zpracovava osobni udaje v rozsahu:

331 informace o beztthonnosti v oblasti
trestniho prava a prestupk.
Osoba, jejiz udaje jsou zpracovavany

v souvislosti s internim vySetfovanim. Spravce
u téchto osob zpracovava osobni tdaje v rozsahu:

341 data v pracovnich systémech (e-mail,
nastroje  pro spolupraci, piistupové
protokoly atd.).

Cas od ¢&asu muize Spravce zpracovavat

inezbytné udaje pro identifikaci dalSich osob
chranénych dle zakona o ochran¢ oznamovatelt,
napt.:
351 Osoby, ktera poskytla
zjistovani informaci, které¢ jsou obsahem

podani

pomoc  pfi

oznameni, oznameni  nebo

posouzeni jeho divodnosti v rozsahu:

(a) jméno, pfijmeni, pracovni pozice,
nazev spolecnosti nebo organizace,
kontaktni udaje (e-mail, telefon),
vztah k oznameni (napt. svédek).

352 Osoby, ktera je ve vztahu k oznamovateli

osobou blizkou v rozsahu:

(a)  jméno, pfijmeni, druh vztahu (napf.
manzel/manzelka, sourozenec),

pripadnég kontaktni udaje.

353 Osoby,

kolegou oznamovatele v rozsahu:

kterd je zaméstnancem nebo

(a) jméno, piijmeni, pracovni pozice,
kontaktni udaje.

354 Osoby, pro kterou oznamovatel vykonava

praci nebo jinou obdobnou ¢innost

v rozsahu:

3
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Whistleblowing officers. In addition to already
processed personal data, the Controller processes
the personal data in relation to these persons in
the following extent:

33.1 Information on clean records in the area
of criminal law and administrative

offences.

A person whose data is processed in connection
with an internal investigation. The Controller
processes the personal data in relation to these
persons in the extent:

341 Data in work-related systems (email,

collaboration tools, access logs, etc.).

From time to time, the Controller may also
process data necessary for the identification of
other persons protected under the Whistleblowers
Protection Act, e.g.:

351 A person who provided assistance
in gathering information that is the subject
of the report, filing the report, or assessing

its merits in the extent:

(a) name, surname, job title, name of

the company or organisation,
contact details (e-mail, telephone),
relationship to the report (e.g.,

witness).

352 A person who is a close person in relation

to the whistleblower in the extent:

(a) name, surname, type of relationship
(e.g., spouse, sibling), and, where
applicable, contact details.

353 A person who is an employee or colleague
of the whistleblower in the extent:
(a) name, surname, job title, contact
details.
354 A person for whom the whistleblower

performs work or other similar activities in
the extent:
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6.1

7.1

(a) jméno, pfijmeni, ndzev spoleCnosti
nebo organizace, pracovni pozice,
kontaktni udaje.

PRIJEMCI OSOBNICH UDAJU

Spravce predava osobni udaje nésledujicim
piijemcim:

411 Organy vefejné moci, pokud je to

vyzadovano zakonem ¢i rozhodnutim

takového organu;

4.12 pravni poradci,

413 dalsi osoby vykonavajici ¢innost pro jiné

spole¢nosti ze skupiny BMW.

Spravce nepfedava osobni tudaje prijemctim
z tfetich zemi.

DOBA ZPRACOVANI OSOBNICH UDAJU

Spravce uchovava osobni udaje po dobu trvani
ucelu zpracovani — tedy po dobu vySetfovani
oznameni a nasledné po dobu 5 let od pfijeti
daného oznameni

vsouladu se zakonnymi

pozadavky.

Udaje o trestni a prestupkové bezihonnosti
Spravce uchovava po dobu, po kterou povéfena
osoba vede interni oznamovaci systém.

ZDROJ OSOBNICH UDAJU

Pokud Spravci neposkytl udaje sdm subjekt
udaji, ziskal Spravce udaje od oznamovatele
nebo v disledku vySetfovani oznameni.

PRAVA FYZICKYCH OSOB
Pravo na pristup k osobnim udajtim.

7.1.1 Fyzickd osoba ma pravo na piistup ke
véem jejim zpracovavanym osobnim
udajim. Na jeji zadost Spravce poskytne
kopii zpracovavanych osobnich udaji ve

strojové Citelném formatu.
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(a) name, of the
company or organisation, job title,

surname, name

contact details.
RECIPIENTS OF PERSONAL DATA

The
to the following recipients:

Controller transfers personal data

41.1 Public authorities, if required by law or by
a decision of such authority;

412 Legal advisors;

413 Other persons performing activities for

other companies within the BMW Group.

The Controller does not transfer personal data to
recipients in third countries.

PERIOD OF PROCESSING OF PERSONAL
DATA

The Controller retains personal data as long as is
necessary for the purpose of processing, i.e. for
the duration of the investigation of the report, and
for a further five years after the report has been
accepted.

The Controller retains data on criminal and

administrative records for as long as
the whistleblowing officer leads the internal

whistleblowing system.
SOURCE OF PERSONAL DATA

If the data subject did not provide the data to
the Controller himself, the Controller obtained
the data from the whistleblower or as a result of
an investigation into a report.

RIGHTS OF NATURAL PERSONS
Right to access personal data.

7.1.1 A natural person has the right to access all
their processed personal data. Upon
the request natural

of such person,

the Controller will provide a copy of
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Pravo na opravu osobnich udaju.

72.1 Fyzicka osoba ma pravo na to, aby Spravce
bez zbyte¢ného odkladu opravil neptfesné
osobni udaje,
S pfihlédnutim k uc¢elim zpracovani ma
dale
osobnich udaji,
dodate¢ného prohlaseni.

které se ji tykaji.

pravo na doplnéni neuplnych

ato 1 poskytnutim

Prévo na vymaz osobnich udaja.

731 Fyzickd osoba ma pravo na vymaz
osobnich udaji, které by Spravce udaju
zpracovaval neopravnéne bez zbyte¢ného

odkladu dle ¢l. 17 GDPR.

Pravo odvolat souhlas.

741 U
souhlasu ma fyzicka osoba pravo svijj
kdykoli
neni

zpracovani udaji zalozeného na

souhlas odvolat. Odvolanim

souhlasu dotCena  zékonnost
zpracovani vychazejiciho ze souhlasu,

ktery byl dan pted jeho odvolanim.
Pravo na podani stiZnosti.

751 Fyzickd osoba ma pravo obratit se
kdykoliv se svou stiznosti na Spravce,
pfipadné podat stiznost k Utadu pro
ochranu osobnich udajl, adresa: sidlo
Pplk. Sochora 27, 170 00 Praha 7 ¢i

pozadat o soudni ochranu.
ZPUSOB UPLATNENI PRAV

Pro uplatnéni svych prav kontaktujte pani
Andreu Cernakovou, e-mail:
andrea.cernakova@bmwgroup.com.

Spravce je povinen bezplatné informovat
zadatele o pfijatych opatfenich bez zbyte¢ného
odkladu a v kazdém ptipad¢ do jednoho mésice
od obdrzeni Zzadosti. Tuto lhitu je mozné

v pfipadé potieby a s ohledem na slozitost a pocet
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the processed personal data in a machine-
readable format.

Right to rectification of personal data.

72.1 A natural person has the right to obtain
from the Controller without undue delay
the rectification of inaccurate personal data
concerning them. Taking into account
the purposes of the processing, they further
have the right to have incomplete personal
data completed, including by means of
providing a supplementary statement.

Right to erasure of personal data.

73.1 A natural person has the right to erasure of
data,
processed by the Controller unlawfully
without undue delay in line with Article
17 GDPR.

the personal which would be

Right to withdraw consent.

741 Regarding processing based on consent,
a natural person has the right to withdraw
their consent at any time. This withdrawal
does not affect the lawfulness of any
processing carried out prior to the

withdrawal of consent.
Right to lodge a complaint.

751 A natural person has the right to contact
the Controller  at with

a complaint, or lodge acomplaint with

any time

the Office for Personal Data Protection,
address: Pplk. Sochora 27, 170 00 Prague
7 or apply for judicial protection.

METHOD OF EXERCISING RIGHTS

To exercise your rights, please contact Ms
Andrea Cernakova, e-mail:
andrea.cernakova@bmwgroup.com.

The Controller is obliged to inform the applicant
free of charge of the measures taken without
undue delay and in any event within one month
from the date of request received. This period
may be extended by two further months where
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zadosti prodlouzit o dalsi dva mésice. Pokud by
Spravce bude
informovan bezodkladn€ (nejpozdéji do jednoho
mesice) o divodech nevyhovéni. V nékterych
ptipadech vymezenych legislativou neni Spravce

nevyhovél zadosti, zadatel

povinen zcela nebo z¢asti zadosti vyhovét. Bude
tomu tak zejména, bude-li
nedlivodnd, nebo nepfimétrend, zejména protoze

zédost  zjevné

se opakuje. V takovych ptipadech Spravce mize:

821 wulozit pfiméteny poplatek zohlednujici

administrativni ndklady nebo
822 odmitnout zadosti vyhovét.

Pokud Spravce obdrzi Zadost, ale bude mit
divodné pochybnosti o totoznosti odesilatele
zadosti, mize pozadat o poskytnuti dodatecnych
informaci nezbytnych k potvrzeni totoznosti
zadatele.

Posledni aktualizace: Fijen 2025.
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necessary, taking into account the complexity and
number of the requests. If the Controller does not
comply with the request, the applicant will be
informed without delay (but no later than within
one month) of the reasons of such non-
compliance. In some cases defined by the law,
the Controller is not obliged to comply with
the request in whole or in part. This will be the
case, in particular, if the request is obviously
unreasonable or excessive, in particular because
such cases,

of its repetitive character. In

the Controller may:

82.1 charge a reasonable fee taking into account
the administrative costs or
822 refuse to comply with the request.

If the Controller receives the request but has
reasonable doubts concerning the identity of the
requesting natural person, it may ask for the
provision of additional information necessary to
confirm the identity of the applicant.

Last update: October 2025.



